Near Field Communication
For Secure Applications

If you find someone using a mobile phone to make a payment at the cash
counter, or see a policeman charging penalty for a traffic violation through his
handset, don't get surprised. NFC-enabled mobile phones are all set to become
popular for applications that need security and ease of operation

= SHWETA DHADIWAL

b s an invisible prart of nur fives,
I'r'el wireless short-range commu-

nication is emerging as one of e
et iI1‘|[J| wrhant T{:l,'hnulngiw-‘ tivr inkuid-
tve, simple and safe communication.
The new shart-range radin frequency
technology, near-tield communica-
uon (WEC), enables axchange of Jdala
bobworn devices held e prosimity of
each other. Using MFC, one can "pick’

mlormation frem the environmentl, |
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| az per the MFC torum, co-founded by

MNP, Sony and Mokia, o promole the
MEC technology

“FC cam be defined as a combina-
tion of alveady existing technologies.
It is <_'|1mp<1'.'ihlq' with radico frocuacmey
identification (RFID) standards, based
i 150 1444534 and 144438, Ik also came
plies with the Smart Cand technology
for conlact-based syslems defined in
IS0 781R," savs Kandasamy 5, senior
manager-portfolic, Sasken.

According Lo Randasamy, NFC |

ittt has boen standardised as 2 tech-
nobogy in 150 18092, which includes
the Felica standards of Japan, Resides,
the wnification of various standards
allows WFPC Lo be used in all major
progrraphies.

"Mxp India has comceptulised,
promoled and implemented the m-
rurvistive iddest ob BEC phusne tereminl
and smart card as a systemn for financial
imelusion,” savs Ashok Chandak, sen-
i :1En‘.':_'h,|'r-g'bill sahes il rni:rk-:'r-'rlg,
MXP Semiconductors. The company is
irvnlved in multiple pilat progeces on
financial inclusion like ALW, Integra,
C-Sarny/MIC, alc.

Short-range wireless
technologies

Wirelss technologies have brounght
revolutionary changes not only in
gadpets but also the way we casey
ot warions tasks, As eveTy E\rrx.’n-:'r
or application has ils own unique
requirements, it 15 a tedicus job for
an application/ product designer to
choosa the right techaology [rom a
plethors of evolving stamdards and
specifications in new technologies. T'o
choose a lechnology from Lhe exisling
Lo II]‘Z'FIIﬁ'!E

pm.sl. COFMrNNTT ¢ride
range, interoperability, security, power
requizement, data rate and cosl

| hiree sy many '.'h-::-l—.-'riln;-p' wire-
less technologies like Bluetooth, WFC,
Fighee, IR, Wireless UISE and Z-Wave
All these work on difterent operating
frequencies and offer different data
rates. O these, Blucknoth
widely-accepted technologies, as it
has replaced cables and the meed [or

b o 0F the
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synchromisation for dam transfer. It
hioawever, does nol exhibil inherent se-
i rir}'. Bt NFC, swhich nprerafis in fe
radio frequency of 13.36 Mz within a
distance of 10 cm, provides a high de-
g of seeurity dug bo ity shirt ringne,
The cormmumnication between two NEC
enabled devices takes place through
m::tr.m'ﬁn:' Fierled imelackion inasn air-core
transformer that is formed betwean the
antennae of both the deavioes,

Application modes

Pier-to-poer menddel. Thi preerstnspreer
communication model allows you to
tranafer daia belween bwo devices using
shurtringn: wirehss fochnelogios, for
example — Infrared (1R} and Bluetooti

For infrared communication, TR
Tty of twa |,|,IrI'IT|1I,I1Ti|:'ﬂ|,"!I'Ig dirvices
like mobile phones or laptops need
tn b in the line-of-sight T Bluetooth
data transters, vou don't need lne-of-
sight, bul vou have o underge Lthe le-
dinas process of configuration seting,
searching of ancther Bluetooth device
and then seleciing il

S, hieweever, rommbines the cone
venienoe of both IR and Bluetooth. It
does nob require the line-of-sighl or
'iI“‘HiTIE |'||r|figu'r:|ri|1n, m':lr\c'hing arsd
then selectng ancther device, yal pro-
wides a secure chanmed for data com-
municition,

When vou bring two NEC-enabled
deviers niar cach nsher, o socured plip
communication is established that can
be used [or fasl, easy and convenient

data transters,

Tag reader ar card ewiulator.
Chmsicder o situation whire ¥ COEAe
across & 'smart’ poster of a live concert
happening in your city. Being a smarl
psher it ir||:~::-|-_|'|||r.:|11"\.' an Wb fp thist
has all the details of the event. When
vou bring your NFC-enablad cellphone
elose for ity 36 Tesads and ciprhures all the
information.

Your WNFC-enabled cellphone can
also detect 2 phome number and ask
wou b initiate & call to the number, or
A the Indermet Tink dires 'H_'_.' an Yenr
mobile Internet browsar,

The card reader mode of NFC
cvdlphamie 5 waedul for confent distri.
bution, information access, ek, and
can be linkad o ether applications ke
imitiating i call or opening the Internet
link through mobilewek,

Im card emulation mode, the NFC
device acts #s a tag itself with some

stored information. For example. vou
can store all your credit card details on
your Ml |_'|_'-|Iph||n|_' ang mako pa-
mants by scanning it on NPC readers.

Targeting mobile phones
MFC is primarily aimed al the mobile
]'||'|||r||:'~.'. It 25 best suigeed foe them, as
they are capable of dovwnloading infor-
malion. songs, lickel informalion, lop-
wpe it canl, banking applivations,
ete. And, the most important fact is that
MFC readily fits in mobile handsels.

“Im e tham 30 M EC Hisld trials in
various countries, we have observed
that corsumers show @ strong, desine
wse their cellphones for mobile ank-
ing. money Lransfer, payments, shop-
ping -sill.-'int’_:il."d'.-;:ulllﬂ-;. il \;hu]1[rir|5
assistance,” says Mohammad Khan,
prasident, Vivalach

"o than 75 o cent of romsm.
ers responded positively after partici-
pating in mobile payment rlals, They
priteT towse i M [:ll'lllrll;,"-i o pay
at parbcipaling merchant locations.
This 14 because of convenience fackor
and easy accessibility of pavment in-
strument through mobile phones. They
alsay find r|1|||li||.'J1h|.x'|1' tir bus -.i_'|-'r|:||11i|.'
device with a user-friendly interface as
compared Lo a passive card,” e adds.

Application areas

Taittattng @ coinection. Data leansfer
can take pl.;l;l,‘ betwreen an active pﬁﬁr
of NFC devices. You can display pic-
tures from vour NEC digital camesa
by bringing it close to your digital

TechFacts

NFC techniogy speciications

+  Aoshort-range wirgless commurecation - 10 cm
v Standarcs basad (RFID 13.56MHz, 150 1444308, 15092, ETSL ECMA)

Cionsumes lnw powar
Speed — 106, 212, 474 KEps

NFC Forim

specificalions _
+ G datz eechange format (MDEF) dedines commen data formak for HFC compdant

cenicas

» Four specifio record bypn dafiniions (ST} far hudding standard recard type
v Four fags type dype 1/203:4), which enables com inerperabiiy
+  Conrection handover detnes structure and sequence of Eeractions beteesn FFS

oevicas

S0 « DECEMSCR 2008 + ELECTRONICS FOR ¥OU

WOW ITYMAG CON



w1 o 1

Applizanians af WFE auning A Litte Wik prjest
omintagy, AP Samicnndamars]

rhoto frame, or print them directly
by placing il near the NFC-snabled
pranfer, Sarthing upr wireles horme offie
nebwork is also possible by using NEC
mobile phaone.

“RI is not meant tor bolk dita
transier. The data dump therefore is
aot wery high, If vou wan: to do video
SEREAMINE o7 music streaming you will
hawe Lo use sorme ather mode 1ike Glue-
fieth,” savs Ashok Chandak, senior
director-zlobal sales amd marketing,
AP Semicenduciors,
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BGut setting up Bluetooth
conneclion 15 a cumbersome
prows, Howeser, you can iiti-
ala a conmection using NFC and
then transfir daka via Blueteath,
While MPC can ease the con-
necticer, Bluetooth can provide
|1if_"|1c'rn:!.:lh:i‘n'.w-.ﬁ'rr.lh'-.

“During an MFC hand-
shake, a dewvice can delecl
Bhstenth fo symchronise, as
the standard is defined in
MNFC as wall as in Bluetooth.
The conmsretion can be st up
through WFC, and information
can b passed From the NPC
software fo Blueteath softecare,
The Dluetooth Forum has the
information nn hoaw to receive
the connection infermation
when the conmeclion is inili-
ared * explying Karalasamy,

For Blueteoth 2.0, vou can
ot speed of up to 3 MBps as
commpanzd i NI which offers
only up to 424 kBips. “So, there
i5 a connection speed hierarhy.
Lt starts with M P, which is se-
Y cure and ez=y Lo establish, hen
CUOMTHS BIIJI"‘T':JI\.:".'I':I Vri'&l. Z‘rll"d:ll]"l
speed, and tinally we have
WLAN, wiich gives lhe highest
itz ke, b s

NFC for secure fransaction,
The maost useful feature of
ML i it secwre application in
combination with smart card.
MFC enables users to make
pavments through its point-
of-sale (FO5) applicalion. A
raibiile phoee can e used as g
transport card, debit card, credit card,
discounl card, and behave as Lthe all-
sromwe el serres dioviee. Ths,
these types of applications require the
highest level of security.

I'hee banks atfering transaction
services via MFC program credit card
details onto a secure element tn maobike
phore, You can store information of
multiple credit cards on the same de-
wire, There s an agreement between
the bank and the service provider tor
all Lhe communicalions, which are

SMART CARDS

further encrypted. Mobile pavment of-
fars expanded payment funckonalisy,
ircreased comvenicnoe, enhanced seou-
ity and faster ransactions. Hence, the
inherent securiby feature of NFC-ena-
bled moebile phones is a povwertul tool
for payment and financial services.

MEFC E:-|'||1|'||'- allows instant transfor
of money. irmespective of recipient’s
localzon,” savs Khan,

“Thie s o b dome using 5SS
banking services. However, vou cannot
uge the money received through SMS
right awiy, But with NIC, the mecipi-
ant ¢an use the money right away by
using the MFC phone at NPC-enabled
merchants, ATMs, or further transfer
the money Lo another person's NEC
J’I:'I'i"l'll'_,"I I‘III iI(!LI'\i.

NEFC credit card payment or debit
card use is also programimed for access
nusing |'II"'T5:IIIL-I| icdimtitication momber
[FIM). When you bring vour mobile
plane in the prosimily of a reader, it
ditects the device, bt will dekir the
amount only when vou enter a valid
PTH.

MFC hardware and
software

In an MEC-enabled mobile phone, the
maal ienperlant component is the NFC
congrollor 10 with mn antenms tor 115

NEC Foram was co-fiindad By RXP
Sor and Mowa in 2004 10 promate
e AFC techaolagy. It werks |alnby
with other 140 membses to develop
specifications and slandards &nd
mnsure  infer-aparahility hatweean
varinus manufacturass, The forim.
which comprises chlp manutachrers,
Ieleccin coeralors. OEMs, applications
developers and financial servics
prowiders, aims o gromate (e WG
lechralagy in consumer elzciranics.
mabie planes and PLs.

Innowision Research and [=Chnalogy.
Inside Contaciiess, Mastercard
Worldwicde, Microsalt Com, REC Gorp,
NTT Dogoma, Panasonic, Renasds
Techinalogies. Samsang Eleclronics,
Wi, am fome of De members of e
NFC Faruim.
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communication. This 15 essential, as
mabdbe has do talk over BF interface to
the external worhd, et auddied duar-
ingz the phone design itself.

The secomd impartant component
i the: Secure Blement (SE It is highly
securad cryplo memory chip Lhat
stores all the inforrmstion, "'I"r\c'::l'-nH_l.-.
SE is different from a SIM card Bue
in futore, with the standardisation
in Single Wine Prodocal (51, it can
be merged with the SIM card,” =says
Dhananjay Dixit, assoclate manage,
P 307 S=ornicomd e bors

From the software perspective, an
application & wrten inside a Java
J2ME compliant mobile phone, On
the other hand, the rusted sarvice
rranager {THM) ik werittenf lovaded in
the secure element where the data is
slored. The basic principle it works on
i the “challengoe-respores” mechanism.
In this, when the reader sends the
challenge, it i respondad mnoa certain
Wy t-:.-' e r_'i'ui]'| ot ather dievice, The
chip and the reader authenticate each
nther.

MEPC device has the capability
Lo read as well as wnle without any
madificatinon in the existing infra
structure or hardware. "For every
applicalion, there is a separale enceyp-
i :||2:41riri':rn amd a roemmomicition
protocol that only a dedicated reader
can pead. So, we can rus multiple ap-
plir'ﬂrun'-i ot sarme MEC deiee,”
stales Kandazamy.

“The Secure Element can house
multiple secure execution environ-
ments. If you have a Cilibank credit
rard applicetion installed on SF, yon
can use the same 5E for transport
card or any oiher card, Mulliple ap-
plicativms ame separated by application
firewalls,” Kandasamy adds.

The applications can be Led up
weith thi service OpETAtur where aver
the air [OTA) ansactions are required.
“Tt means that data ke eredit/ dehitf
propaid ovalty cord, coupony prome-
Lion, product mfenmation and others
ek b provisioned remotely inko
mabile phones through wireless (32,
45} data networks. So, in future, when

A Little World project

A Litcle Workd §ALW) hed launched f= fiest plios projact hor microtinance wsing MFG
terhnnlogy in india. 0 usad ALW's Zero plaform and KFC chéo from NEP Samicenductors
1 coervert an NFC mobile phone with large siorage capabdity into a bank Branch. | usad
bipemeirics [oe custorner identification, mobile phines 10 open new accdurts on e spol,
woice prosnpls Tor erpodmenl and eansaction and protided printoul for each ransaclion,
The brezkihrough project was deploysd by seven major hanks in over S50 Vilk0es 30055
Iur gtates in india. The progect had Srought fill teetursd banking services to mees 45,000

propla right insxde thei vilages.

Al presend, there are aboul 8,000 NFC mabile phones i the lield and aboul 230,000
customers satisfaciority using thee Tor fmancid Iransaclions.

Citibank's 'Tap and Pay’

Citibank has iritiated & much farger NFC Business trizl. It ‘Tap and Pay  programma,
Raunched in Bengaluru in July 2009, has inlroduced he nexl gengralion conlactss ceedil
card Fansacions besed an the NFC lechaiogy. The lechnology alngs Customiss 1 Ep
their modile phones on a cantactess mader at e poirt o sale w0 pay 10r purchases,
simirzting 1he nean for the traditianal S¥dping of credi cards,

The programme = heing supparied by Nokia 6312 Glazsic 30 pheee, which provdes
capahbiity 10 conduct MNFG-Dasad transactions. The confacless paymant and sacurity
Filrastrocluse is Deing provided by MaslerCar PayPass.

WiuOkech is providing MFG walet, Ower-the-8ir (OTA) card provisioning sofvare, Smarl
pesters and modlle coupon AppRcElons, besides confaclless readers to partecipating

manchanis,

yuu hl:l}' am MWIC |'|I1||':|~J O Ay
dewnload vour credit or debsil card de-
tails cnto vour phone and skart making
paymments through it,” says Khan,

Growth avenues
and challenges

"When a new leclk
duard, it is VITY NI
eco-gvstem,” says Ashok.

Atechnolopy has a cerdain accepl-
arey curve, andd inorecen s menthe, NI
has g0t positive feadback acrces Lhe
Eloba,

Imter-operability of the connection
is guarantead if the devices comply Lo
thieset stamidards. The tichnology can
resolve the inter-operability issue, but
there has 1o be a uison in commercial
amd bazsingses logsic \.'um'-‘h'ﬂ by paartes
sharing the same device.

The service operalors are still b
imp, ko tinalise the basiness isaes to
anabla XFC support infrastructure and
b gt millions of NFC shones into the
miaTiet,

Retrofitiing i exsling phones 15
annther technological challenge. A
MFC chip goes irside the mobile phonse
design, (here is no retrofiiting arvangs-

clagy is intre-
.|r:.' v rmsyhs an
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ment avatlable, Omie nieids ti r'himglr.;l
nmon-MNEC mabile handset to the NFC-
erzhled one tooavail the functsonality
ot MEC

Considering that NFC implemen-
fation n'||_1:in"\.' '..Ibl' '.‘.'I'IIIII" |'~:1c1e-‘_'.--‘+e'.'r|
1o e touched fupdated (disrupted), it
is laking a longer ime than any other
tewhnalogy that does nos shirka up the
whole ecosystem

“Bul gosd news is that the deaired
typrs ot -:'hun;.-;n'-‘ ton the wkisle oo Y-
tern are laking place worldwide that
will take the paymert, retal and transat
industries to the next level They will
offer much more personalised and
iillh)l“il‘k'll SETVINTS B GOS0 rh.-l'l
ever betore,” savs Khan,

By 2001, nearly 450 million mobile
tamdscts will b M amahlisd, stk
an ABl Kesearch's stody. Stratepy
Analytics forecasts thal the mobile
]'li'.ll".r-?:-a'\.'l:l,l contactloss payments
will facilitata over $234 billion consurmer
spending worldwide by A1, These
are significant projections that will
change the wayv consumers live, work
and pay, ®

Jhe auliior J5 Seor )aahst fechooiogy, ar &t
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